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Incident Life-Cycle
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Time To Engage (TTE)

Time To Detect (TTD)

Time To Mitigate (TTM)



Motivation

* Chen, Zhuangbin, et al. "Towards intelligent incident management: why we need it and how we make it." Proceedings of the 28th ACM 
Joint Meeting on European Software Engineering Conference and Symposium on the Foundations of Software Engineering. 2020.

Data Center 
Management

Network Storage Compute Database Web
Services

Severity

Critical 38.33x 8.46x 10.06x 142.05x 209.97x 286.6x

High 19.25x 3.18x 2.52x 2.56x 5.75x 3.56x

Medium 1x 9.8x 7.09x 2.95x 25.28x 12.93x

Low 3.01x 5.49x 1.09x 11.65x 2.41x 144.79x
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Distribution of relative incident fixing time for Microsoft core services*

* Incident Fixing Time = TTF = TTD +TTE + TTM



Problem
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Incident Manager

Title: Firewall: Need help determining which configuration rule allows access from source 
IP 127.0.0.1

Status: Resolved
Severity: Medium
Summary:

Approver: alice@company.com

General Details

Subscription ID: c398a7aa-9b69-4d1b-8838-9fb20490e2a1
ASC link with details: https://service.company.com/myexplorer/linktoresource/~2A~-532e-4e96-8e78-

aaa104b16cd3~d2resource~

Description of Problem:

The issue is that customer saw traffic allowed from an IP: 127.0.0.1 even though there is no rule allowing the traffic. We 
were able to verify that the traffic is allowed. Essentially, the question is this: Is it possible to check what was the rule that 

triggered to allow traffic inbound from source ip, when no rule was configured to allow that traffic?

Linux ASM Syslog not showing any relevant info 

------------------------------------------------------------------------

ADDITIONAL INFORMATION FROM SUPPORT CENTER

Dashboard Resources

Lack of any 
Schema / Structure

mailto:alice@company.com
https://service.company.com/myexplorer/linktoresource/~2A~-532e-4e96-8e78-aaa104b16cd3~d2resource~


SoftNER

Example of entities extracted by SoftNER

• We frame the knowledge extraction 
problem as a Named-Entity Recognition
task.

• We have built the SoftNER framework, 
for unsupervised knowledge extraction.
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Related Work – Incident Management
FSE 2020 ICSE 2019

FSE 2020 FSE 20206



Related Work – Incident Diagnosis
KDD 2014 OSDI 2018

NSDI 2018 FSE 20187



Related Work – Data Extraction

VLDB 2018

Snorkel Framework from Stanford
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Unique Aspects of DevOps Artifacts

100s of services and organization -> No fixed set of entities.
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Unique Aspects of DevOps Artifacts

100s of services and organization -> No fixed set of entities.

HostOS
Azure Networking
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Unique Aspects of DevOps Artifacts

Large varying set of entities -> Expensive to obtain labelled data
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Unique Aspects of DevOps Artifacts

Unlike other domains, there is a 
rich set of types embedded 
with Natural Language.

Error Code
Stack Trace
URI
GUID
Ip Address
Exception
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SoftNER: Machine Learning Pipeline
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SoftNER: Machine Learning Pipeline
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SoftNER: Machine Learning Pipeline
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SoftNER: Machine Learning Pipeline
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SoftNER: Machine Learning Pipeline
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Model 
Architecture

Multi-Task model

with Attention Mechanism
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Entity Type
Evaluation
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Model Evaluation
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Downstream 
Task: 
Incident Triage

Using the extracted entities for incident triaging
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Future Work

• Expand to other DevOps artifacts like Troubleshooting Guides.

• Build and enable automated health checks that consume extracted entities.

• Transfer knowledge extracted by SoftNER to improve incident reporting tools.

• Enrich results by relation extraction and entity linking.
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Summary

• DevOps artifacts like Incident reports and Customer tickets are unstructured.

• We have built SoftNER, a framework for knowledge extraction from Incidents.

• Multi-task BiLSTM-CRF model with an average F1 score of ~0.96.

• Integrated into the Incident Management platform @ Microsoft. 

• Working on expanding SoftNER to other DevOps artifacts.
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